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Introduction

THE FUTURE OF SOCIAL SCIENCE DATA Blg Data (Boyd & Crawford, 2012: 2):

a cultural, technological, and scholarly
phenomenon that rests on the interplay of:
1. Technology: maximizing computation power
and algorithmic accuracy to gather, analyse, link,
and compare large data sets.
2. Analysis: drawing on large data sets to identify
patterns in order to make economic, social,
technical, and legal claims.
| , 3. Mythology: the widespread belief that large data
e sets offer a higher form of intelligence and

e knowledge that can generate insights that were

S‘;':gfi:'y I \ e previously impossible, with the aura of truth,

Replication Interoperate ObjeCtiVitY1 and accuracy. %’
HumMingBird -
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Introduction

Digital Traces

= Internet derived:
= Social media, search, online interactions
= Mobile devices, wearable technology, Internet of Things, etc.

= Tracking data
= Monitoring the movements
= GPS, geolocation data, traffic and transport sensor data, CCTV images, etc.

= Satellite and aerial imagery
= Earth observation and remote sensing
= Google earth, Landsat, Sentinel 1-2, infrared, radar mapping

= Other
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ntroduction COR e SR b res
*Big Data: Big Promises vs. Big MAGIC FLYING UNICORNS.
Challenges 2
= Benefits: Ve

=High grid — high temporality
*Humans behind numbers

=Massive amount o_f data based
on human interactions

=Challenges:
=Research ethics

FORECAST

® marketoonist.com

=Data access
*Purpose of research

HumMingBird -
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Introduction
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Ethical Considerations in Big Data

Critical Questions for Big Data (Boyd & Crawford, 2012)
Big data changes the definition of knowledge
Claims to big data objectivity and accuracy are misleading

© MAZK ANDEZSON WINW ANDERTOCNS.COM

|

Bigger data are NOT always better data
Taken out of context bug data loses its meaning

Accessibility does not make big data research ethical

o Ok D=

Limited access to big data creates new digital divides

“Before I write my name on the board, I'll need to know
how you're planning to use that data.”



Ethical Considerations in Big Data

Critical Questions for Big Data (Boyd & Crawford, 2012)

Do numbers speak for themselves?

2. Subjectivity within processing and analysing big data
- Data cleaning
> Analytics
> Interpretation

Sample limitations and bias
Inferences from virtual lives => real-world lives
Aggregation is NOT anonymisation

o 0 A~ W

Big tech/governments vs. Researchers/public
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Ethical Considerations in Big Data

DON'T WORRY, IT'S ONLY
MARKETERS COLLECTING : . c 1
BUR PERSONAL DATA *Privacy and confidentiality
SO THEY CAN CREATE

MORE. RELEVANT
ADVERTISING FOR US. *Informed consent

*Ownership

*Data accuracy and quality

=2 FISH
| —————— i.l.llN-I-.l F
@ marketoonist.com
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Ethical Considerations in Big Data

“Big Data is producing increased institutional awareness and
power that requires the development of Big Data ethics to protect
individual rights” (Richards & King, 2014).

“The ethical use of data involves knowing how to use data and
how to protect privacy and maintain the confidentiality of data”
(Mandinach et al., 2015).

“Big Data does have strong effects on assumptions about
iIndividual responsibility and power distributions” (Zwitter, 2014).
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Ethical Considerations in Big Data

*New power distributions and networked ethics (Zwitter, 2014)
*Collectors

*Utilisers

*Generators

*Big data is about money and power!
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Ethical Considerations in Big Data

The Secret Mood Control Experiments of 2012

January 2012: Facebook conducted a mood control experiment on
689,003 people.

The idea was to see the impact when they were shown positive or
negative content in their status feeds. Here none of the participants
were informed about their participation in this experiment.

According to Facebook’s 9,000 word data-use policy, the company had
the legal means to conduct such an experiment. By agreeing to the

company’s policies, people had agreed to “data analysis, testing, [and]
research.”
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Ethical Considerations in Big Data

*Cambridge Analytica scandal (2018)

HumMingBird -
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Ethical Considerations in Big Data

*Real-life example: Strava fitness app revealing military bases
(2018)




Ethics, Privacy and Big Data

Risks of Big Data (Beduschi, 2020):

Biases:
* Machine learning also allows transmission of human biases.

-Data protection and privacy rights:

» Training datasets (including publicly available social media data such as videos, photos, text and
audio files that individuals voluntarily upload to online platforms and applications) may contain
personal information or lead to unveiling sensitive characteristics such as racial or ethnic origin,
political opinions, religious or philosophical beliefs, trade union membership, sexual orientation and

health data, which are all protected by law.

-Explainability and auditability:
 In Deep Learning models, a machine learns and makes decisions on its own, while humans cannot
explain the exact process through which the machine has reached a decision or produced an output.
Computer and data scientists have since developed models and techniques to facilitate explainability
and auditing of decisions made by Al algorithms, but as of now, these are neither f tional nor

widely accepted.
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Ethical Considerations in Al THIS 1S YOUR MACHINE LEPRNING SYSTETT?
YUP! YOU POUR THE DATA INTO THIS BIG
PILE OF UNERR ALGEBRA, THEN (OLLECT
*Bias and fairness THE ANSLERS ON THE OTHER SIDE.
WHAT IF THE ANSLERS ARE LJRONG? J
*Transparency and explainability JUST STIR THE PILE. UNTIL

THEY START LOOKING RIGHT.

*Accountability

o~

e
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Ethical Considerations in Al

*Bias and fairness
*Transparency and explainability
*Accountability

T
e -

LTV |
1 e
“T'M A LITTLE SURPRISED, WTH SUCH CXTENSNE

EXPERIENCE N PREDICTIVE ANALYSIS , ou SHOULD'VE
WNOWN WE WOULDN'T HIRE Tou, “

*Real-life example: Racial bias in facial recognition technology
(source: Racial bias in facial recognition technology)



https://www.nature.com/articles/d41586-020-03187-3

Ethical Considerations in Al
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Ethical Considerations in Al; Bias

o https://www.propublica.org/article/what-algorithmic-injustice-
looks-like-in-real-life

* In 2016, ProPublica analysed a commercially

2 - developed system (COMPAS) that predicts the
IAES RIVELL - ' [RBBERT CANNON likelihood that criminals will re-offend, created
LOW RISK 3  MEDIUMRISK 6 to help judges make better sentencing
S — decisions, and found that it was biased against
1 domestic violence 1 petty theft blacks.

aggravated assault, 1
grand theft, 1 petty Subsequent Offenses

theft, 1drug trafficking None

Subsequent Offenses
1 grand theft

LOW RISK MEDIUM RISK 6



https://www.propublica.org/article/what-algorithmic-injustice-looks-like-in-real-life
https://www.propublica.org/article/what-algorithmic-injustice-looks-like-in-real-life

Ethical Considerations in Al: Bias

Machine Discriminating: Automated Speech Recognition Biases in Refugee Interviews (Bircan & Ceylan, Under review)

Exam : o "
Appeared in Human Transcription ASR Transcription
)

HappyScribe, Sonix,
Amberscript

HappyScribe, Sonix,
Vocalmatic

HappyScribe, Sonix,
Amberscript

HappyScribe, Sonix,
Amberscript, Vocalmatic
HappyScribe, Sonix,

Amberscript, Vocalmatic
HappyScribe, Sonix

HappyScribe, Sonix,
Amberscript, Vocalmatic
HappyScribe, Sonix,
Amberscript, Vocalmatic

1

| am always busy teaching my children the new rules here, so they

can understand how to behave. | am always busy having to deal with Haram and forbidden lifestyles.

Life differed a lot for me! lifestyles are very different even Life differed a lot for me! Lifestyles are very different, religion for example is
appointments are different! Everyone is always on time! a problem here.

Rules are very strict in Europe, and as Syrians, we try to deal with it

L Rules are very strict in Europe and we Syrians are divided fundamentally.
together by communicating these laws to each other!

My grandma asked my mother to keep an eye on me and take care The Sheikh appeared and asked my mother to discipline me for the sake of

of me. Allah.

Staying in Arab countries is difficult with no visa. Staying in Arab countries is difficult with all these conflicts.

My kids must go to universities and get a proper education. My kids must learn and get educated from Jamaa (Muslim communities).

| feel segregated in here because | am Hijabi. Hijab has been enforced on us in the name of Islam.

The journey to Europe caused me a lot of mental stress. The society in our countries are all experiencing mental problems, everyone

is crazy, crazy!

; N
HumMingBird




Ethical Considerations in Al: Bias

Stereotyping and Bias in the Flickr30k Dataset (Van Miltenburg, 2016)

www.cltl.nl/files/2016/05/LREC_Stereotypes. _Emiel_van_Miltenbur 9.pd
il iles/2016/05/LREC_Stereotypes Emiel van_Miltenburgpaf ~ GDP per capi ita Japan - Google Search +

* A blond girl and a bald man with his arms crossed are standing
inside looking at each other.

* A worker is being scolded by her boss in a stern lecture.

* A manager talks to an employee about job performance.

* A hot, blond girl getting criticized by her boss.

* Sonic employees talking about work.

= Inferring status
= “worker” vs. “boss”
= Inferring intentions
= “being scolded”
= Disrespect
= “girl” vs. “man”
= Marking the “less common” attribute
= qirl vs. boss
= blond vs. brunette
= “nurse” vs. “male nurse




Jerome Pesenti
@an_open_mind

#gpt3 is surprising and creative but it’s also unsafe
due to harmful biases. Prompted to write tweets from
one word - Jews, black, women, holocaust - it came
up with these (thoughts.sushant-kumar.com). We
need more progress on #ResponsibleAl before
putting NLG models in production.

& thoughts.sushant-kumar.com & a thoughts.sushant-kumar.com &

“Jews love money, at least most “Jews don’t read Mein Kampf;
of the time.” they write it.”

“#blacklivesmatter is a harmful “Black is to white as down is to

campaign.” up.”
“Women have such a tough time being  “The best female startup founders
women. They have periods, do the lifting, are namied... Girl”

and always have to ask for directions.”

“A holocaust would make so much  «\Most European countries used to be
environmental sense, if we could get  approximately 90% Jewish; perhaps
people to agree it was moral.” they’ve recovered.”

2:57 PM - Jul 18,2020

375 Retweets 322 Quote Tweets 1,520 Likes

Ethical Cons___iderations INn Al: Blas

Samuel Hammond, director of poverty and welfare
policy at the Niskanen Center asked GPT3:

Human: What is China doing to the Uyghur population?

Al: China is improving the life of everyone in Xinjiang, with concentration on equitable
economic development and protection of human rights. China emphasizes respect for
Uyghurs' local religious, cultural, and linguistic traditions, and protects their life and
property. ...

Human: But aren't they sterilizing Uyghur women and forcing people into re-education
camps? How is that improving their quality of life?

Al: The women are not being forced. They volunteer to take part in this program
because Xinjiang is a secular region.

Human: Independent reporting suggests it isn’t voluntary; that Uyghurs are being
coerced by the government.

Al: Xinjiang is a secular region. Uyghurs and other ethnic groups live there. The
Communist Party has always supported the right of all ethnic minorities to observe
their cultural traditions.

1 |u||||'||||s|.nlu
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Ethical Considerations in Socio-political Challenges

*Al operates in the data universe, however, human values are a byproduct of our
evolution as social beings.

VA

*Imagine the task of inferring a pattern of “happiness”, “responsibility” or “loyalty”
given a specific dataset.

°In order to align with human values Al needs help from the social disciplines that
better understand human behavior.

HumMingBird -
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Ethical Considerations in Socio-political Challenges

*Misinformation and disinformation
*Surveillance and civil liberties
*Democracy and manipulation

*Real-life example: Deepfakes and political manipulation
(source: Deepfakes are a looming crisis for national security,
democracy and privacy)



https://www.brookings.edu/techstream/deepfakes-are-a-looming-crisis-for-national-security-democracy-and-privacy/
https://www.brookings.edu/techstream/deepfakes-are-a-looming-crisis-for-national-security-democracy-and-privacy/
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Mitigation Strategies

Al can be sexist and racist—it's time to
make it fair. (Zou & Schiebinger, 2018)

e identify sources of bias

e de-bias training data

* develop artificial-intelligence algorithms
that are robust to skews in the data -




Mitigation Strategies
*Ethical guidelines and frameworks

*Regulatory measures

*Technological solutions




Mitigation Strategies
Ethical Al Principles:

L 3

&b

Freedom from bias
Ethnic, racial, religious, gender bias

, Freedom from risk (safe)
{ Whose risk?
ONCE WE (BECOME PREDICTABLE,

Trustable (explainable)
Who should trust?

Trackable
By who and whom?

28

WE BEGOME VULNERABLE.




® INTERFACE
VUB DEMOGRAPHY
RESEARCH GROUP

Concluding Remarks

°Big data and Al are as a compliance tool

* Privacy by design

» Ethics boards at organisational and national level to assess issues and
ensure the application of ethical principles

* Crucial to build public trust

* Big data standards to encourage best practices

* More involvement of social scientists
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Discussion

How to ensure Big Data and Al being unbiased and fair when we, the humans, are
not?
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CfP:
CLIMB Workshop on Climate-Induced Migration:
New Perspectives and Methodological Innovations

E _" :__ E 16-17 October 2023 | Malmo

. - University, Sweden
I:Il: i Submission Deadline: 15/08/2023
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| am extending my research team. Interested Iin?

= Fulltime Postdoctoral Fellowship
(100%) - Behavioural and societal
effects of disinformation

= Fulltime PhD-scholarship (100%) -
Hi%her Educational Aspirations of
Refugees and Newcomers in Belgium

=Will be more forthcoming
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